Military College of Signals (MCS)

MCS VPN Configuration

Please follow the steps mentioned below and you will be able to configure your vpn

Windows 7:-

Step: 1 Click on Start --> Control Panel --> click view by small icons --> Network and Sharing Center

Microsoft Visio

%;) Remote Desktop Connecticn

9“ Internet Explorer
6 OpenOffice.org 3.2
@ Google Chrome
Foxit Reader

J] Motepad

Control Panel

@ Media Player Classic
Microseft FrentPage

) Calculator

» Al Programs

Documents
Pictures
Music

Computer

| Panel

Devices and Printers
Default Programs

Help and Support
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- | 3 | | Search Control Panel

Adjust your computer’s settings

P Action Center

ﬁ Backup and Restore
Credential Manager
[§% Desktop Gadgets
= Display

j\ Fonts

alndexing Options
Ja\ra

F Mouse

& Parental Controls
Phone and Modem
Q QuickTime

@ Remotelpp and Desktop Connections

é Speech Recognition
u. Taskbar and Start Menu
Windows CardSpace

3@ Administrative Tools
* BitLocker Drive Encryption

ﬂ Device Manager

9 Ease of Access Center

& Getting Started

ﬁlnfrared

&2 Keyboard

ﬁ MNetwork and Sharing Center
M Performance Information and Tools
% Power Options

@ Recovery

ﬂ Sound

@ Sync Center

[® Troubleshooting

i Windows Defender

View by:  Small icons =

g AutoPlay
E‘ Color Management

e Default Programs
@ Devices and Printers
Folder Options

o HomeGroup

Location and Other Sensors
B Motification Area Icons

! Personalization

[ Programs and Features

(9 Region and Language

ound Effect Manager
Ll System

82, User Accounts
‘Windows Firewall

@ Q Set Up a Connection or Network

Step: 2 Click on Setup a Connection or Network -> Choose a Connection Option -> Connect to a Work Place

Choose a connection option

Connect to the Internet

" Setup a new network

Connect to a workplace

7=y Setup a dizl-up connection

Set up a wireless, breadband, or dial-up connection te the Internet.

<agy-, Configure a new router or access point.

m' Manually cennect te a wireless network
<, Connectto a hidden network or create a new wireless profile.

Set up a dial-up or VPN connection to your workplace|

Connect to the Internet using a dial-up connection.

| »

Step: 3 Click on User my Internet Connection (VPN)



@ L:tl Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connectien through the Internet,

L‘, E— 0 — l_‘i%

Connect directly to a phone number without going through the Internet.

L‘, — l:h

What is a VPN connection?

3>

Cancel

Step: 4 Then Click on I'll setup an Internet connection later

@ Eﬂ Connect to a Workplace

Do you want to set up an Internet connection befare continuing?

An Internet connecticn is necessary for using a VPN connection,

2 Setup an Internet connection

= I'll set up an Internet connection later

Cancel

Step: 5 Type 111.68.106.43 in internet address and Destination Name MCS VPN Connection and click Next button



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 111.6810643

Destination name: IMCE VPN Connecticn

Use a smart card

w Allow cther pecple to use this connecticn

This opticn allows anyone with access to this computer to use this connection,

[¥]1Don't connect now; just set it up so I can connect later

Step: 6 Please Enter given user name, password, domain and click Create button

Type your user name and passwaord

User name: userl

Pazsword: ITITII Y]

Show characters
Bernember this password

Demain (optional): COTE




@ L:‘] Connect to a Workplace

The connection is ready to use

A o

You need to set up an Internet connection before you can connect,

Close

Step: 7 Congratulation; you have created the account with default values. Click close button, it will return back to Network and Sharing
Center, there click on Connect to a Network-> then Click on MCS VPN Connection.

Step: 8 Now follow the steps below to complete the remaining settings. You should have a screen like below. Click the properties

& Connect MCS VPN Connection =3

User name: userl
Fassword sessssses
Domain: COTE

Save this user name and password for the following users:;

@ Me only

Anyons who uses this compLtsr

L

[[Comnect | [ Cancel | [ Propeties | [ Heb |

Step: 9 Click on Security Tab -> Data Encryption = Select Maximum Strength encryption option



g MCS VPN Connection Properties E

| General I Qptions | Security | Networking I Shanngl

Type of VPN:
[Momat\c ']

Data encryption:

Optional encryption (connect even f no encryption)
Require encryption {disconnect if esrver declines
Maximum strength encryption (disconnect if server declines)

| Properties |

low these protocols
EAP-MSCHAPZ will be used for IKEvZ WPN type. Select

any of these protocols for other VPN types.

Unencrypted password (PAFP)

Challenge Handshake Authertication Protocol {CHAP)
Microsoft CHAP Version 2 {(MS-CHAP v2)

Automatically use my Windows logon name and
password {and domain, if any}

Step: 10 Click on Networking Tab > Select Internet Protocol Version 4 (TCP/IPV4) - Click on Properties

g MCS VPN Connection Properties E

| General | Options [ Secury | Metworking | Sharing |

This connection uses the following tems:
& Intemet Protocal Version & (TCP/IPvE)

Imtemet Protocol Version 4 (TCP/1Pvd)
=) File and Printer Sharing for Microsaft Networks

0% Client for Microsaft Networks

[ @Inﬂal\ ] | rSjgnmﬁall ‘ [ Propeties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

Step: 11 Choose options Obtain IP address and DNS Server addresses automatically

Internet Protocel Version 4 (TCP/IPwE) Properties

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your netwaork
administrator for the appropriate |F settings.

Lbtain an IP address automatically

(@ Use the following IP address:

1P addrezs:

Optain DMNS server address automatically

() Use the following DMNS server addresses:
Freferred DMS zerver

Alternate DMS server

[ ok ][ camcal |




Step: 12 Finally click on OK button, again OK button, now click on Connect button, you will successfully connected to MCS intranet.

Windows XP:-

Step: 1 Click on Start -> Settings -> Network Connections -> New Connection Wizard

New Office Document
My Documents:
Open Office Document:

ecureCRT 5.2

Programs

Documents
B‘ Control Panel
Search 7
)_) *4 Printers and Faxes

@) Help and Support u Taskbar and Start Menu 2L, 1394 Connection
<L, Local Area Connection
O R 169 ywireless Network Connection
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E Turn OFf Computer. .

Step 2: You should have a screen similar to below:



Welcome to the New Connection
Wizard

This wizard helps you:

* Connect to the Intemet.

* Connect ta 2 private natwark, such az your workplace
netwark,

* Set up a home or small office network.

Ta connect to = wireless network, wiew

To continue, click Next.

¢ Batk I Mest > I Cancel

Step3: Press the Next button and select the second option 'Connect to the network at my place'

MNew Conncction Wizard il

Metwork Connection Type 2
‘What do you want b da?

" Connect to the Internet
Connect to the Internet 2o you can browse the Web and read email.

(* iConnect to the network at my workplace

Conmect to a busines: network, [using dialup or YPM] so you can work fromn: bome,
a field office, ar anather lozation.

" Set up a home or :mall office network

Connect to an existing home or small office network or 268 up a new one.

" Set up an advanced conneclion

Connect directly to another computer using your senal, parallel, or infrared port, or
set up this computer o that other comp uters can conmect to it

< Back l Heut > I Cancel

Step 4: Select the second option 'Virtual Private Connection’



New Connection Wizard

Network Connection
How doyou want to connect to the network at pour work place?

Create tae following connection:

" Dial-up connection
Cornect using 2 modem and a regular phone line or an Integrated Services Digital
Metwork [ISDN] phone line.

& Virtual Private Network connection

Cornect to the network using a virtual private network, [VPN] connection over the
Interet.

< Back I MNest > I Cancel

Step5: Give this connection a name e.g. 'MCS VPN'

New Connection Wizard
Connection Name
Specify a name for thiz connection to pour workplace.

Tupe a name for thiz connection in the following box.

Company Mame

IMES PN

For example, vou could type the name of vour workplace or the name of a server you
will connect ta.

< Back I Mext > I Cancel

Step 6: VPN Server is '111.68.106.43'
Step 7: Select the check box that will create a shortcut on your Desktop. Press the finish button then.




Mew Connection Wizard

YPHN Server Selection
What iz the name or addrezs of the VPN server?
Type the host name or Internet Protocol [IP] address of the computer to which you are
connecting.

Hoszt name aor IP address [for example, microzoft.com or 157.54.001 ]

111.68.106.43

< Back I Mext > I Cancel |

Mew Connection Wizard |

Completing the New Connection
Wizard

“ou have succeszsfully completed the steps needed to
create the following connection:

MCS ¥PN

The connection will be zaved in the Metwork
Connhections folder.

W itdd & shortcut b this connection to my deskhop

To create the connection and cloze this wizard, click Finish,

¢ Back I Finigh I Cancel

Step 8: Congratulation; you have created the account with default values. Now follow the steps below to complete the remaining settings.
You should have a screen like below. Click the properties and then select the Security Tab.

Step 9: Click the settings button and you should have a screen like below. Select the options just like below and press OK button. Step 10:
Select Networking Tab and click the TCP/IP. Click the properties button.



Advanced Security Settings

21X

Data encryption:

— Logon security

™ Usze Estensible Authentication Protocol [E&F]
Eroperties |

" Allow these protocols
[~ Unencrypted password [FAP)
[~ Shiva Password &uthentication Protacol [SPAP)
[T Challenge Handshake Sulhentication Protocal [CHAP)
IV Microsoft CHAP [MS-CHAZ)
™ Allow alder MS-CHAP wersion for Windows 95 servers
v Miciozoft CHAP Yersion 2 [M5-CHAP +2)

[ For M5-CHAP based protocals, automatically use my
“windows logon name and pazzword [and domain if arny)

Ok I Cancel

Step: 11 Choose options Obtain IP address and DNS Server addresses automatically



o mos venproperties KA

Generall Dptionsl Security  Metworking |Ad'¢anced|
Tvpe of WFPM:

I.-’-'«utomalic:

[
Settings |

Thiz connection uzes the following items:

F Intemet Protocol [TCPAR)

|} File: and Printer Sharing for Microsoft Networks
E Client for Microsaft Nebworks

Inztall... Wrimstall

Description

Tranzmizzion Control Protocalsintemet Pratocol. The default
wide area network, protocol that provides communication
across diverse interconnected network s,

0k | Cancel |

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get P zettings azzigned automatically if your network.
supports this capability. Otherwize, you need to azk vour network
admiriztrator for the appropriate |P settings.

' Obtain an IP address automaticalls

—{" Uze the following IP address:
1P address:

% Obtain DNS server addiess automatically

—1" Usze the following DMS server addresses:

Erefemed DS sanver I . . )
Alternate DHS server I . . .

Advanced... |

)8 I Cancel

Step: 12 Finally click on OK button, again OK button, now click on Connect button, you will successfully connected to MCS intranet.



